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Abstract

These Application Notes describe the configuration procedures for enabling Microsoft Office
Communicator (MOC) clients to operate Avaya Communication Manager phones. The MOC
client and Microsoft Office Communications Server (OCS) provide the user with multiple
modes of communications, such as Instant Messaging (IM), voice, and video. The
configuration steps described herein focus on the TR/87 integration between Avaya
Application Enablement Services and Microsoft OCS. The TR/87 integration allows MOC
clients to make and answer calls on Avaya Communication Manager phones, as well as
perform basic call control operations such as hold/retrieve, transfer, and disconnect.
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1. Introduction

These Application Notes describe the procedures for configuring TR/87 integration between
Avaya Communication Manager and Microsoft Office Communications Server (OCS). The
TR/87 integration allows a Microsoft Office Communicator (MOC) client running on a
Microsoft Windows computer to operate an Avaya Communication Manager phone using CSTA
CTI call control constructs.

Microsoft OCS is comprised of several component servers that may run on the same physical
Microsoft Windows server or on separate physical servers, depending on the desired capacity,
topology, and security. Consult [4] and [5] for further details on the Microsoft OCS architecture
and deployment options. The MOC client is a Microsoft Windows application that allows the
user to communicate with other MOC users using any combination of Instant Messaging (IM),
audio, and video, in both point-to-point and conferencing scenarios. For voice communications,
each MOC client may be configured as an Enterprise Voice (EV) or a Remote Call Control
(RCC) client. EV mode is configured when the user wants voice calls to be established on the
computer on which the MOC client runs, whereas RCC mode is configured when the user has an
existing PBX phone and wants voice calls to be established on the PBX phone. More
specifically, in EV mode, Microsoft OCS handles the user’s voice calls, whereas in RCC mode,
the PBX handles the user’s voice calls and the MOC client only provides a user interface for
operating the PBX phone. These Application Notes focus on the RCC clients, particularly the
configuration required to allow RCC clients to place, answer, hold/retrieve, transfer, and
disconnect calls on Avaya Communication Manager phones. The configuration for EV clients,
as well as for routing calls between EV clients and Avaya Communication Manager phones, is
covered in [1]. It should be noted that these Application Notes also assume that the call routing
configuration described in [1] has already been implemented since calls between RCC clients
and EV clients are functionally equivalent to calls between Avaya Communication Manager
phones and EV clients’.

2. Configuration

The sample configuration described throughout these Application Notes is shown in Figure 1.
The Avaya 4600 Series H.323 and SIP Telephones are registered with Avaya Communication
Manager (running on the Avaya S8300 Server) and Avaya SIP Enablement Services (SES),
respectively. The Avaya Application Enablement (AE) Services server provides interfaces for
CTI applications, e.g., Microsoft OCS, to control Avaya Communication Manager elements. For
voice communications, the MOC clients in RCC mode are able to operate? Avaya telephones,
whereas the MOC clients in EV mode are standalone voice endpoints served by Microsoft OCS.

! Users with RCC clients still have the option of placing voice calls to other MOC users directly from their MOC
clients, i.e., instead of using the MOC client to place the calls from their PBX phones. These voice calls always
arrive on the called user’s MOC client, even if the called MOC client is a RCC client. This is because such calls are
internal to Microsoft OCS and are thus not impacted by the call routing between Microsoft OCS and Avaya
Communication Manager.

2 Although depicted in Figure 1 as operating Avaya H.323 telephones, RCC mode MOC clients can also operate
Avaya digital and analog telephones (however, operation of Avaya SIP telephones is currently not supported).
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Both RCC and EV clients are registered with Microsoft OCS, which is comprised of one or more
of each of the following: Front-End Servers, IM Conferencing Servers, Telephony Conferencing
Servers, A/V Conferencing Servers, Web Conferencing servers, and I1S Servers. In the sample
configuration of Figure 1, the aforementioned component servers reside on a single physical
server in an Microsoft OCS Enterprise Edition (EE) Consolidated configuration. The Microsoft
OCS server and Mediation Server are supported by a Microsoft SQL 2005 database server, as
well as another Microsoft Windows Server running Active Directory (AD), DNS, and Certificate
Authority (CA) servers. The Microsoft Exchange 2007 Server is enabled with Unified
Messaging and provides e-mail, voicemail, and Auto Attendant services.

Microsoft AD, Microsoft Microsoft OCS EE Microsoft

DNS, and CA Exchange Consolidated Microsoft SQL Mediation
Servers 2007 Server Server 2005 Server Server

.100 .103 .106 .102
@ 135.8.19.0/24 >
.120
Avaya SIP Enablement Avaya G350 Media Gateway and
Services Server Avaya S8300 Server running Avaya

Communication Manager

.123

——  Enterprise IP Network o
Avaya Application Enablement

@ = Services Server

Communicator Clients

Microsoft Office ‘
in EV mode

Avaya 4600 Series H.323 and
SIP Telephones

Microsoft Office Communicator Clients in RCC mode
operating Avaya 4600 Series H.323 Telephones

Figure 1: Network Configuration
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment & Software Version
Avaya S8300 Server Avaya Communication Manager
4.0.1 (R014x.00.1.731.2)
Avaya G350 Media Gateway -
| Media Gateway Processor 26.33.0
Avaya Application Enablement Services Server 4.0.1 (Build 57-0)
Avaya SIP Enablement Services Server SES-4.0.0.0-033.6
Avaya 4600 Series H.323 IP Telephones 2.8 (4621SW)
2.8 (4625SW)
Avaya 4600 Series SIP Telephones 2.2.2 (4621SW)
Microsoft Active Directory, DNS Server, and 5.2.3790.1830
Certification Authority on Microsoft Windows Server
2003 R2 Enterprise Edition Service Pack 2
Microsoft Exchange 2007 Server on Microsoft Windows 08.01.0085.004
Server 2003 R2 Enterprise x64 Edition Service Pack 2
Microsoft Office Communications Server 2007 on 3.0.6362.0
Server 2003 R2 Enterprise Edition Service Pack 2
Microsoft SQL 2005 Server on Microsoft Windows 2005.90.3042.0
Server 2003 R2 Enterprise Edition Service Pack 2
Microsoft Mediation Server on Microsoft Windows 3.0.6362.0
Server 2003 R2 Enterprise Edition Service Pack 2
Microsoft Office Communicator on Microsoft Windows 2.0.6362.0
XP Professional Version 2002 Service Pack 2
Table 1: Equipment/Software List
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4. Avaya Communication Manager and Avaya Application
Enablement Services Integration

These Application Notes assume that basic Avaya Communication Manager and Avaya
Application Enablement (AE) Services administration has already been performed. These
Application Notes further assume that an AE Services connection and TSAPI CTI link has
already been configured and established between Avaya Communication Manager and Avaya

AE Services.

4.1. Extensions

In the sample configuration, assume that Avaya Communication Manager phones that are
associated with RCC clients are assigned 5-digit extensions that begin with “23”, Avaya
Communication Manager phones that are not associated with RCC clients are assigned 5-digit
extensions that begin with “21” and “22”, and Microsoft EV clients are assigned 5-digit
“extensions” that begin with “3”.

4.2. Avaya AE Services License

Launch a web browser, enter the URL https://<IP address of AE Services server>/\WWebLM/,
and log into the Avaya AE Services Web License Manager interface. In the left pane under
Licensed Products, click on “Application_Enablement”. In the right pane, verify that there
are sufficient Unified CC API Desktop Edition licenses; if not, contact an authorized Avaya
account representative to obtain any required licenses.

Change Password

Server Properties
[ Manage Users

Logout
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4.3. TR/87 Port

Launch a web browser, enter the URL https://<IP address of AE Services
server>:8443/MVAP, and log into the Avaya AE Services OAM Web Interface. In the left
pane, select CTI OAM Admin. In the left pane of the CTI OAM Home Web Interface, select
Administration 2 Network Configuration = Ports. In the right pane, enable TR/87 Port
and click on “Apply Changes” (not shown below).

’J AVA A Application Enablement Services
/ y Operations Administration and Maintenance

®04M Home ®Help @Logout

You are heret >  Administration =

CTI OAM Home
-~ Administration

Ports
~ MNetwork Configuration
Local Ip CYLAN Port TCP Port 9999
NIC Configuration
M _ DLG Port TCP Part 5578
Switch Connections
» CTLLink Admin TSAPL Port TCP Port 450

-

DMCC Configuration
TSAPI Configuration

v Security Database

» Certificate Management
» TRE7 Configuration TCP Port Max '.1085
Status and Control

C5T4 Tlinks Port
TCP Port Min | 1050

L3
Maint
: M:Tminance i Enabled Disabled
» Logs Unencrypted Port | [ 0O ®
v Utilities r -
» Help Encrypted Port 4722 | ® O
TR/87 Port 4723 | ® O
H.323 Port
TCP Port Min 3000
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5. Certificates

The Avaya AE Services and Microsoft OCS servers must exchange signed server certificates
each time a Transport Layer Security (TLS) enabled TCP connection is initiated between the two
servers. The certificates must be obtained from the same Certificate Authority (CA) or from
CAs in the same certificate chain. In the sample configuration, a Microsoft Enterprise CA
(running on Microsoft Windows Server 2003) serves as the CA for both.

5.1. Install Certificate Chain (Trusted Certificate) on Microsoft OCS
Server

This section describes the steps for downloading the certificate chain (trusted certificate) from

the Microsoft Enterprise CA and installing the certificate chain on a Microsoft OCS server. The

certificate chain should actually have already been installed during Microsoft OCS installation;
this section is provided for reference and completeness.

Step Description

1. | On the Microsoft OCS server, launch a web browser and enter the URL http://<Name or IP
address of Certificate Authority server>/certsrv. If prompted for a user name and password,
enter the credentials of a domain administrator account.

2. | In the Microsoft Certificate Services Welcome page, click on “Download a CA certificate,
certificate chain, or CRL".

Microsoft Certificate Services -- SITLCA Home

Welcome

Lse this WWeb site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you
can verify your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform cther security tasks.

You can also use this Web site to download a certificate authority (CA) cerificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Senvices Documentation.

Select atask:

Eequest a certificate
Wiew the status of a pending certificate request

Download a CA cerificate, certificate chain, or CRL
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Step Description

3. | In the Microsoft Certificate Services Download a CA Certificate, Certificate Chain, or CRL
page, select the “Current” CA certificate of the Microsoft Enterprise CA, set Encoding
method to “Base 64", and click on “Download CA certificate chain”.

Microsoft Certificate Services -- SITLCA Home

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the certificate and encoding method.

CA certificate:

Current [SITLCA

Encoding method:

CDER
& Base 64

Download CA certificate
Download CA cerfificate chaire
Download latest base CRL
Download latest delta CRL

4. | When prompted, save the CA certificate chain file to a local directory on the Microsoft OCS
server. After saving, navigate to that directory in Windows Explorer, right-click on the CA
certificate chain file, and select “Install Certificate”.

File Edit Wiew Favorites Tools  Help | :,"
@Back ~ ) - (T | - search Folders | @ X ) | -

Address Iﬁ C:iiCert j G
Name * ] | Size | Type | Date Modfied |_attributes |

2KE PKCS #7 Certificates 83002007 4:33 PM A
Open
Install Certificate

Open With »

K Scan For viruses. ..
Send To 3

Cuk
Copy

Create Shortcut
Delete
Rename

Propetties

RL; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 48
SPOC 11/5/2007 ©2007 Avaya Inc. All Rights Reserved. OCS-ACM-RCC




Step

Description

In the Certificate Import Wizard dialog box, click on “Next”.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lists from wour disk to a
certificate stare,

A certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains information
used to protect data or to establish secure netwark,
connections, & certificate stare is the swstem area where
certificates are kept,

To continue, click Mext,

< Back Cancel

In the Certificate Import Wizard dialog box, select “Place all certificates in the following

store” and click on “Browse”.

Certificate Import Wizard

Certificate Store

Certificate stares are system areas where certificates are kept,

‘windows can automatically select a certificate store, or you can specify a location For

" Automatically select the certificate store based on the type of certificate

& Place all certificates in the Following store

Certificate store:

= Back Mext = Cancel
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Step Description

7. | Inthe Select Certificate Store dialog box, select “Trusted Root Certification Authorities” and
click on “OK”.

Select Certificate Store HE

Select the certificate store you want to use.

{_ Personal -
D Trusted Rook Certification Authorities
: D Enterprise Trusk

{21 Intermediate Certification Authorities
{:I Active Directory User Object

ﬁ Triaked Publishers e
4| | »

[ show physical stares

oK I Cancel |

8. | Inthe Certificate Import Wizard dialog box, click on “Next”.

Certificate Import Wizard

Cartificate Store

Certificate stores are swstem areas where certificates are kept.

‘windows can automatically select a certificate store, or you can specify a location For
' Automatically select the certificate store based on the bype of certificate
& Place all certificates in the Following store

Certificate stare:

Trusted Root Certification Authorities Browse. .. |

= Back Cancel
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Step

Description

Certificate Import Wizard

9. | Inthe Certificate Import Wizard dialog box, click on “Finish”.

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard.

‘ou have specified the Following settings:

Certificate Stare Selecked by User  Trusted Root Certific.
Cantent PRCS #7 Certificates
File Mame Ci\Certcertnew.p?h
| | ol
< Back Cancel

10. | Repeat Steps 1 — 9 on each Microsoft OCS server in the enterprise pool.
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5.2. Create Certificate Template for Server Certificates

The server certificates exchanged between Avaya AE Services and Microsoft OCS must support
both Server Authentication and Client Authentication. This section describes the steps for
creating a certificate template for such server certificates on the Microsoft Enterprise CA.

Step Description

1. | On the Microsoft Enterprise CA server, launch the Certification Authority Microsoft
Management Console (MMC) snap-in.

2. | Inthe left pane of the Certification Authority MMC snap-in, expand the Certification Authority
node, right-click on Certificate Templates, and select “Manage” to launch the Certificate
Templates MMC snap-in.

{22 Certification Authority
File  Action Wiew Help
¢ AE FRR 2E|)> =
@}] Certification Authority (Local) MName
E@ i [IRrevoked Certificates
(1 Revoked Certificates [(J1ssued Certificates
[Z0 Issued Certificates [:IPending Requests
(0 Pending Requests [(IFailed Requests
[:l 'iinr-l' = [ certificate Templates
Mew »
Refresh
Help
3. | Inthe right pane of the Certificate Templates MMC snap-in, right-click on the Web Server

template, and select “Duplicate Template”.

™. certtmpl - [Certificate Templates]

File Action Wiew ‘wWindow Help

JEETEY

= ||| R 2

Certificate Templates Template Display Mame 5

| Minimurm Supporked Chs

| Wersion | Autoenrollment =

Workstatinn Authentication

— Duplicate Templat
Juplicate Template
User Signature Only LED TenAEeE

Jows 2000

Hows 2000

Windows Server 2003, En...

101.0 Allovwed

Mot allowed

Mat allowed

all Tasks » Hows 2000 31 Mot allowed

Trusk List Signing i Hows 2000 31 Mot allowed

Subordinate Certification Properties Hows 2000 5.1 Mot allowed

Smartcard Lser Help Hows 2000 11.1 ot allowed

@Smartcard Logon Windows 2000 6.1 Mot allowed
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Step Description

4. | Inthe Properties of New Template dialog box, select the General tab, and enter a descriptive
Template display name and Template name.

Properties of New Template E

lzzuance Requirements | Superseded Templates | Estensions | Security
General | Fequest Handling I Subject Mame

Template dizplay name:

‘wieb Server plus Client Authentication

Minimum Supported CAs: Windows Server 2003, Enterprize Edition

After pou apply changes to thiz tab, you can no longer change the template
name.

Template name:

'wiebS ervelClisntduthent

Walidity period: Renewal period:

E I_l,lears =] & Iweeks =]

[~ Bublizh certificate in Active Directary

™| Dioinot automatically reenral it & duplicate certificate exists in Active
[irectary

ak. I Cancel | Apply I

5. | Inthe Properties of New Template dialog box, select the Request Handling tab, and ensure
that Purpose is set to “Signature and encryption”. Click on “CSPs”.

Properties of New Template (2]

lzzuance Requirements | Superzeded Templates I E xtensions I Security I
General Fequest Handling Subject Mame

Purpoze: ISignature and encryption j
™ Archive subject's encryption private kep
[~ Include symmetric algorithms allowed by the subject

" Delete revoked or expired cerificates (do mot anchive]

HMinimum key size: I‘ID24 'I

[~ Allgw private key to be exported

Da the fallowing when the subject iz enrallad and when the private kep
azsociated with this certificate is used:

% Enrcll subject withaut reguiing ahw user input

€ Frompt the: usen duting ennolment

Erampt the wser during ennallment and require wzern input when the
private key iz used

Ta chooze which cryptographic service providers
[CSPz) should be uzed, click C5Ps.

ak. Cancel Apply

RL; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 48
SPOC 11/5/2007 ©2007 Avaya Inc. All Rights Reserved. OCS-ACM-RCC




Step

Description

In the CSP Selection dialog box, select “

Requests must use one of the following CSPs:” and

check the “Microsoft Enhanced Cryptographic Provider v1.0” checkbox. Click on “OK?”,

Choose which ciyptographic service providers [C5Ps] can be uzed in

requests:

" Bequests can uze any C5P available on the subject's computer

¢ Requests must use one of the following C5Ps:

LC5Ps:

[ 1Gemplus GemSAFE Card CSP w1.0 -

[ 1Infineon SICRYPT

[ IMicrozoft Base Cryptographic Provider 1.0
[ IMicrozoft Base DSS and Diffie-Hellman Cryptographic Provider
[w|hicrozoft DH SChannel Cryptographic Provider

[ IMicrozoft Enhanced DSS and Diffie-Hellman Cryptographic Prow

[

[ IMicrozoft Enhanced RSA and AES Cryptographic Provider
I hdirrnsnft BSA SThannel Crontnnranhbie: Provides

Baze Smart Card C5P

In the Properties of New Template dialog box, select the Subject Name tab and ensure that

“Supply in the request” is selected.

Properties of New Template

lzzuance Requirements

General I

niot have access to
Autoenrollment iz nat allowed if pou choose thiz option.

' Build from this Active Directary information

Subject namme format:

Select thiz option to enforce consistency among subject names and ta
zimplify certificate administration.

I Superzeded Templates | E xtensions | Security |
Request Handling Subject Name

“allow wvariety of zubject name formats or if you do
the damain of which the subject iz a member.

INone

[~ E-mail hame
] DME name

™| Inciude e-mai marne it subject name

Include this information in alternate subject name:

= Wser prinicipal name [UEN]
= Semwice principal name (SEN]

=

0k Apply

| Cancel I
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Step Description

8. | Inthe Properties of New Template dialog box, select the Extensions tab. In the Extensions
included in this template section, select “Application Policies” and click on “Edit”.

Properties of New Template E

General | Fequest Handling | Subject Mame
lzzuance Requirements I Superseded Templates  Extensions | Security

To modify an extenzion, select it, and then click Edit.

E xtenzions included in this template:

'—| Application Policies

=] Cetificate Template Information
=] Issuance Palicies

= Key Uzage

Description of Application Policies:
Server Authentication ;I

[]

ak. | Cancel | Apply I

9. | Inthe Edit Application Policies Extension dialog box, click on “Add”.

Edit Application Policies Extension

An application policy defines how a certificate can be
used.

Application policies:
Server Authentication

Edit... | Bemaowve |

[ Make this extension critical

K | Cancel |
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Step

Description

10.

In the Add Application Policy dialog box, select “Client Authentication” and click on “OK”.

add Application Policy H

An application policy [caled enhanced key usage in'Windows 2000)
defines how a certificate can be used. Select the application policy required
for walid signatures of certificates issued by this template.

Application policies:

Client Authentication

Code Signing

Digital Rights

Directory Service Email Replication

Drocument Signing

Embedded ‘Windows 5 pstem Component Yerification
Encrypting File System

File R ecovery

IP zecurity end system

IP security IKE intermediate

IP zecurity tunnel termination

IP security user ;I

11.

In the Edit Application Policies Extension dialog box, ensure that both Server Authentication
and Client Authentication are included in the Application Policies list. Click on “OK”.

Edit Application Policies Extension

An application policy defines haw a certificate can be
used.

Application policies:

Client Authentication
Server Authentication

Add.. Edi.. Remove |

[ Make thiz extension critical

Cancel I
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Step

12.

In the Properties of New Template dialog box, click on “OK”.

T o modify an extension, select it, and then click Edit.

E ztensions included in this template:

= Application Palicies

= Cetificate Template Information
=] Issuance Policies

=|key Usage

Description of Key Usage:

Signature requirements: d
Digital signature

Allow key exchange anly with key encryption

I

Description
Properties of New Template
General I Fiequest Handling I Subject Hame
lzzuance Requirements I Superseded Templates  Extensions | Security

Cancel | Apply

13.

In the Certification Authority MMC shap-in, expand the Certification Authority node, right-
click on Certificate Templates, and select “New = Certificate Template to Issue”.

{8 Certification Authority H[=]
File  Action Wiew Help
& = | HEN=Y 0=
@ Certification Authority {Local) Mame | Intended Purpose |
= @ SITLCA Gl administrator Microsoft Trust List Signing, Encrypting File...
[Z71 Revaked Certificates Basic EFS Encrypting File Swstem
@ Issueld Certificates Computer Client futhentication, Server Authentication
& Pevdlng Requests Directory Emall Replication Directory Service Email Replication
g Failed Requests Dormain Controller Client Authentication, Server Authentication
Manage EDomain Contraller Authentication Clignt futhentication, Server Authenticatio..,
I FidFFs Rernvery Anent File Recovery
Secure Email
Yiew » Exchange User Secure Email
Subordinate Certification Authority <all=
Refresh User Encrypting File System, Secure Email, Clien...
Export List... jveh Server Server Authentication
Help
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Step

Description

14.

In the Enable Certificate Templates dialog box, select the Certificate Template created in Steps
3-12 and click on “OK”.

Ml Enable Certificate Templates (2]

Select one or more Certificate Templates to enable on thiz Certification Autharity

Mame | Intended Purpoze | :I
IPSec (Offline request) IP zecuiity IKE intermediate

Key Recovery Agent Key Recovery Agent

RAS and [A5 Server Clignt &uthentication, Server Authentication

Fouter [Offine request) Client Authentication

Smartcard Logon Client Authentication, Smart Card Logon

Smartcard Uszer Secure Email, Client Authentication, Smart Card Logon

Trugt Ligt Sighing Microgoft Trust List Sighing
ser Sighature Only Secure Email, Clisnt Authentication
er Authentication, Client Authentication

‘eb Server plus Client Authentication

b ok station Authentication Client &uthentication

aK I Cancel

5.3. Request and Install Server Certificate on Microsoft OCS Server

This section describes the steps for requesting the server certificate (based on the certificate
template created in Section 5.2) from the Microsoft Enterprise CA and installing the server
certificate on a Microsoft OCS server.

Step Description
1. | On a Microsoft OCS server, launch a web browser and enter the URL http://<Name or IP
address of Certificate Authority server>/certsrv. If prompted for a user name and password,
enter the credentials of a domain administrator account.

2. | In the Microsoft Certificate Services Welcome page, click on “Request a certificate”.
Microsoft Certificate Services -- SITLCA Home
Welcome
Lse this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you
can verify your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to wiew the status of a pending requeast.
For mare information about Certificate Services, see Certificate Services Documentation.
Select a task:
Request a cerfificate
Wiew the status of 4 pending cedificate request
Download 8 CA certificate, cerificate chain, or CRL
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Step

Description

In the Microsoft Certificate Services Request a Certificate page, click on “advanced
certificate request”.

Microsoft Cerificate S

Home

Request a Certificate

Select the certificate type:
IUser Certificate

Or, submit aniadvanced certificate request.

In the Microsoft Certificate Services Advanced Certificate Request page, click on “Create
and submit a request to this CA”.

Microsoft Certificate Services -- SITLCA

Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click ane of the following options to:
Create and submit a request o this CA;

Submit a certificate request by using a base-64-encoded CWC or PKCS #10 file, or submit a renewal request by using
a base-64-encoded PKCS #7 file,

Request a cedificate for a smart card on behalf of ancther user by using the smart card certificate enrollment station.
Mote: You must have an enrollment agent certificate to submit & request on behalf of another user.

In the Microsoft Certificate Services Advanced Certificate Request page, select the
Certificate Template created in Section 5.2, and configure the fields in the Identifying

Information For Offline Template section. For Name, enter the FQDN of the Microsoft OCS
enterprise pool.

Microsoft Certificate Services -

Advanced Certificate Request

Certificate Template:

IWeb Server plus Client Authenticatinnj

ldentifying Information For Offline Template:

Marme: |Entp00|.sit|ms.net
E-Mail: |

Company: IA\raya
Department: ISITL

City: ILincroﬂ
State: |New Jersey

Country/Region: IUS
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Step Description
6. | Scroll down in the Microsoft Certificate Services Advanced Certificate Request page. In the
Key Options section, select “Microsoft Enhanced Cryptographic Provider v1.0” for CSP,
and check the Store certificate in the local computer certificate store checkbox. In the
Additional Options section, enter a descriptive Friendly Name for the certificate and enter the
following (without the quotes) in the Attributes text box:
“san:dns=<namel>&dns=<name2>&dns=<name3>"
where <namel> is the SIP domain of Microsoft OCS, <name2> is the FQDN of a physical
server on which Microsoft OCS is running, and <name3> is the FQDN of the Microsoft OCS
enterprise pool. If there are multiple SIP domains supported on Microsoft OCS or if Microsoft
OCS runs on multiple physical servers, then append the SIP domains and FQDNSs in the manner
illustrated above. In the example below,
“san:dns=sip.sitims.net&dns=msocsentl.sitims.net&dns=Entpool.sitims.net” is entered.
Key Options: =]
& Create new key set " Use existing key set
CER: |Micrusoﬂ Enhanced Cryptographic Provider v1.0 j
Key Usage: & Exchange
Key Size: [1024 | MM 192 (common key sizes: 1024 2045 4086 6182 16364 )
& Automatic key container name ' User specified key container name
™ Mark keys as expartable
¥ Store cedificate in the local computer certificate stare
Stares the certificate in the local camputer store
inatead of in the nsers certificate store. Does not
inatall the root CA's cevtificate. You must be an
gdruinistrator to generate or Use a keay in the local
maching stare.
Additional Options:
Request Format: & ChWMC © PKCS10
Hash Algarithem: ISHA—1 'l
Onlly wsed to sign request,
™ Save request to a file
san:dns=sip.sitlms.net &dns=mso;|
Attributes: e
R _vl_I
Friendly MNarne: |Ser\rerCIientAuthent
7. | In the Microsoft Certificate Services Certificate Issued page, click on “Install this
certificate”.
Microsoft Certificat Home
Certificate Issued
The cerificate you requested was issued to you.
install this cerificate
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Step Description

8. | Repeat Steps 1 — 7 on each Microsoft OCS server in the enterprise pool.

5.4. Assign Server Certificate to Microsoft OCS Enterprise Pool
Server Connections

This section describes the steps for assigning the server certificate installed in Section 5.3 to
inbound and outbound connections on a Microsoft OCS enterprise pool server.

Step Description

1. | On a Microsoft OCS server, launch the Microsoft Office Communications Server 2007 MMC
snap-in. In the left pane, expand the Forest node down to the Front Ends level (Forest >
Enterprise pools = <name of Pool> - Front Ends), right-click on the FQDN of a physical
server on which Microsoft OCS runs, and select “Properties”.

[ﬁa Microsoft Office Communications Server 2007 =] E3
{2 Ele  window Help |;|i|5|

-IE Office Communications Server 2007
EI---_—__, Forest - sitlms. net
=-23 Enterprise paals

Bl entpaal

.....

[:I q Validation 3
&#-(Z AW Conferencing Cieactivate 3
(2] Web Components Certificates
-1 standard Edition Servers
-] Archiving and CDR Servers  2tart
-2 Unassigned users Skop 2
[+-[_1 Mediation Servers
[-[Z] Live Communications Server

Iew Window from Here

Refresh

Properties

Help
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Step

Description

In the Properties dialog box, click on “Select Certificate”.

msocsentl.sitims.net Properties E

Genelall I Conferencingl Telephony Conferencing  Certificate I

— Server Certificate

Specify the certificate to be uzed for inbound and outbound
connections on this server.

lzzued to: Entpoaol sitims. net
lzzued by SITLCA

Walid from 8/16/2007 11:45 &M to 81542003 11:45 &M,

Select Leriicate. . i

Delete Certificate |

Warning: Thiz certificate is used by all Office Communications Server mles
Tunhing on this computer with the exception of the Web Components
Server. Changing the certificate will have nao effect on existing connections.

ak. | Cancel | Apply I Help

select Certificate

In the Select Certificate dialog box, select the certificate installed in Section 5.3 and click on
“OK".

Note: This new certificate replaces the certificate assigned during Microsoft OCS installation.

Select the certificate vou want tao use.

m
Ee

1]

Issued ko

|
[o]'4 I Cancel ‘Wiew Certificate |
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Step

Description

In the Properties dialog box, click on “OK”.

Genelall I Conferencingl Telephony Conferencing  Certificate I

— Server Certificate

Specify the certificate to be uzed for inbound and outbound
connections on this server.

lzzued to: Entpoaol sitims. net
lzzued by SITLCA
"Walid from 8/31/2007 2:29 P to 8/30/2009 2:29 PM.

Select Certificate. .. |

Delete Certificate |

Warning: Thiz certificate is used by all Office Communications Server mles
Tunhing on this computer with the exception of the Web Components
Server. Changing the certificate will have nao effect on existing connections.

Cancel | Apply I Help |

Repeat Steps 1 — 4 on each Microsoft OCS server in the enterprise pool.

5.5.

Install Certificate Chain (Trusted Certificate) on Avaya Application
Enablement Services Server

This section describes the steps for installing the Microsoft Enterprise CA certificate chain
(trusted certificate) on an Avaya AE Services server.

Step

Description

1.

On a Microsoft OCS server, make a copy of the CA certificate chain file downloaded in Section
5.1 Steps 1 - 4. Open the copied file with a text editor, and replace “CERTIFICATE” with
“PKCS7” in both the header and trailer. Copy the entire contents of the modified file into the
Windows clipboard.
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Step

Description

2. | On the Microsoft OCS server, launch a web browser and log into the Avaya AE Services OAM

| | GTI OAM Home
|~ Administration

Web Interface. In the left pane, select CTI OAM Admin = Administration = Certificate
Management - Trusted Certificate. In the Trusted Certificates page, click on “Import”.

» MNetwork Configuration

Switch Connections
v CTI Link Admin
+ DMCC Configuration
TSAPI Configuratiaon

» Security Database
» Certificate Management

v Server Certificate
Trusted Certificate

» TRE7 Configuration

Application En

Operations Adn

You are here: = Administration =

O avayaprca valid  Awvaya Product Root CA Avaya Product Root CA Sun Au

3. | Inthe Trusted Certificate Import page, enter a descriptive name for Certificate Alias, and

- v v v v v

:

CTI OAM Home
Administration
¥ Metwork Configuration

Switch Connections

CTI Link Admin

» DMCC Configuration
TSAPI Configuration

» Security Database
+ Certificate Management

-

v Server Certificate
Trusted Certificate
» TEB7 Configuration
Status and Control
Maintenance
Alarms

—
|g
0

Utilities
Hel

paste the copied contents from Step 1 into the Certificate PEM textbox. Click on “Apply”.

-~

~ Application En

Operations Adn

You are here:  »  Administration > Certificate Managerment Trusted Ce

Trusted Certificate Import

Cartificate alias écatrusted

Certificate PEM:

If the import is successful, the message “Certificate imported successfully” is displayed on the
Trusted Certificate Import page.
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5.6. Request and Install Server Certificate on Avaya Application
Enablement Services Server

This section describes the steps for requesting the server certificate (based on the certificate
template created in Section 5.2) from the Microsoft Enterprise CA and installing the server
certificate on an Avaya AE Services server

Step Description

1. | On the Microsoft OCS server, launch a web browser and log into the Avaya AE Services OAM
Web Interface. In the left pane, select CTI OAM Admin -> Administration - Certificate
Management = Server Certificate. In the Server Certificates page, click on “Add”.

-~

CaimIN. — — - = — — Application En
AVAyA g Operations Adn

CTI OAM Home
.~ Administration
¢ MNetwork Configuration

Switch Connections
» CTI Link Admin [\»’iew] ’ Impart ] ’ Export ] ’ Delete ‘

e imgffatt'iﬁ Alias|Status|Issued To|Issued By |Expiration Date]
» Security Diatabase
~ Certificate Management
~ Server Certificate
Pending Requests
Default Settings
Trusted Certificate
+ TRE7 Configuration
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Step Description
2. | Inthe Add Server Certificate page, configure the following and click on “Apply”.
e Certificate Alias — enter a descriptive name.
e Password and Re-enter Password — enter an arbitrary password.
e Distinguished Name — enter “CN=<FQDN of Avaya AE Services
server>,0OU=<Department>,0=<Company>,L=<City>,S=<State>,C=<Country/Region>" .
Use the same Department, Company, City, State, and Country/Region values entered in
Section 5.3 Step 5. In the example below,
“CN=msavaesl.sitims.net, OU=SITL,O=Avaya,L=Lincroft,S=New Jersey,C=US” is entered.
¢ Challenge Password and Re-enter Challenge Password — enter an arbitrary password.
e Leave the other fields at the defaults.
’ : Application En
/ AVAYA Operations Adn
| CTI0AM Home You are here: Administration > Certificate Management
e : Add Server Certificate
v MNetwaork Configuration
Switch Connections
o DLy by Certificate Alias [aeservercert
» DMCC Configuration -
TS4PI Configuration [] Create Self-Signed Certificate
» Security Database Enrallment Methad tanual V:
~ Lertificate Management Certificate Key Parameters:
- Server Certificate -
Pending Requests Encryption algorithm | 3DES v |
Default Settings Passwaord :...........
Trusted Certificate I
- Re-enter Password |
| » TREY Configuration et
| » Status and Control Key Size | 1024 (v
+ Maintenance Certificate Request Parameters:
» Alarms ) . I
: Eaas Certificate Yalidity (Days) -:1825
v Utilities Distinguished Mame f_CN=msavaes1.sitlms.netOU=SITL,O=AV_E_L§»_'avL=Lin|:er.
el Challenge Password f:.......... .
Re-enter Challenge Password ;:uu.-ou.
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Step Description

3. | Inthe Server Certificate Manual Enrollment Request page , copy the entire contents of the
Certificate Request PEM textbox into the Windows clipboard.

m\VAyA Apalicsiien el

¥ou are here; Administration =

CTI OAM Home

~ Administration

v Metwork Configuration
Switch Connections

v CTI Link Admin

v DMCC Configuration
TSAPI Configuration

Server Certificate Manual Enrollment Request

NOTE:
Please make a note of “Certificate Alias” as this value will be required for manu:

Certificate Alias: agservercert
Certificate Request PEM:

| v Security Datahase
- Certificate Management
« Server Certificate
Pending Requests

Default Settings EGJ jEaunt = vESeqfs 7HNOmIDi SPDmllep LhPahMbPAHF 02 AT
2 ] O J 5 i t i Mho+znul !

Trusted Certificate
» TRETY Configuration DA FEATxHD
Status and Control ( 4 ANEFW1 51 e " ii04acE rrilgimds

Maintenance I0cmB o FahgT3vimkrSAgpeD j/ uWxTukJSEFVS/ dF DL T/ TkDAM+ge3x
Alarms
Logs
Utilities
Help

| FEl W] e W LW

4. | Repeat Section 5.3 Steps 1 - 3.

5. | Inthe Microsoft Certificate Services Advanced Certificate Request page, click on “Submit a
certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file”.

Microsoft Certificat

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.

Submnit a cerificate request by using a base-84-encoded CWC or PKCS #10 file, or submit a renewal request by using!
g base-B4-encoded PRCS #7 file!

Eequest a cedificate for a smart card on behalf of ancther user by using the smart card certificate enrollment station.
Mate: ¥ou must have an enrollment agent cerificate to submit a request on behalf of another user.
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Step

Description

In the Submit a Certificate Request or Renewal Request page, paste the copied contents from
Step 3 into the Saved Request textbox, select the Certificate Template created in Section 5.2,
and click on “Submit”.

Microsoft Certificat

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
renewal request generated by an external source (such as a VWeb server) in the Saved Request box.

Saved Request:

JLupHOLrSNE0SgYEN+/ B2/ +Z1 LCWArECAwELLakh |

Base-64-encoded [bnRlemowMTIzZMADGCSqGSIh3DOEEELAULA4GELEFe

certificate request | TOcOvhxrbdg Ll 14/ 9dNEYW]1 jpLe YCOXINpe SZ0P MY

(CMC or KocwEBotEhrsecws+VabgTIivimkr ShgpeD i/ uWx o

PRCS #10 or ®GROSgxHoHEE Lbh(

PSS &) |-——-—- END CERTIFICATE REQUEST-———-— -
3

Browse for a file to insert.

Certificate Template:
|Web Server plus Client Authenticationj

Additional Attributes:

=l
Attributes: -
4 3

In the Certificate Issued page, select “Base 64 encoded” and click on “Download certificate”.

Microsoft Certificat

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

Download certificate
=1 Download certificate chain

When prompted, save the certificate file to a local directory on the Microsoft OCS server. After
saving, open the certificate file with a text editor and copy the entire contents of the certificate
file, including the header and trailer, into the Windows clipboard.
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Step Description
9. | Inthe left pane of the Avaya AE Services OAM Web Interface, select CTI OAM Admin >
Administration = Certificate Management = Server Certificate = Pending Requests. In
the Pending Requests Certificate Requests page, select the alias for the certificate request
created in Steps 1 - 3 and click on “Manual Enroll”.
P
~ = 3 - B — PR
’ AVAVA Application En
{ y Operations Adn
CTI OAM Home You are here: > Administration > Certificate Management
~ Administrati I s P
L ‘ Pending Server Certificate Requests
r Network Confi
Switch Connections
» CTI Link Admin [_ManualEnroll ] [ Delete |
» DMCC Configuration
TSAPI Configuration m Creation Date
» Sscurly Database | O aeservercert Wed Sep 05 2007 18:16:31
-~ Certificate Management
« Server Certifi
Pending Reguests
efaul tin
Trusted Certificate
» TR87 Configuration
10. | In the Server Certificate Manual Enroliment Request page, click on “Import”.
’ AVA A Application En
y Operations Adn
' CTI 0AM Home You are here: Administration > Certificate Management
el LR Server Certificate Manual Enroliment Request
| » Metwork Configuration
. i\_}\r;tfhk(:;;ngctmns e
| e - Please make a note of "Certificate Alias” a5 this value will be required for manu:
| b DMCC Configuration certificate Alias: ;
{ TSAPL Configuration ertmcate 185 geservercer
. e e Certlflcate Request PEM:
' . Certificate Management]| | |-——- BEGIN CERTIFICATE REQUEST--—--
| T MIIBuDCCASECAQAWKTECHBOG AL UE AXNThENhdwF Lo zEuc? 10bG1 zLinS LADEOAuG
e L1UEChNFOXZhe VEXD TALEGNVEAS TEFNIVE wxETAPBGNVE Ac TCEX pbiilyhz Z0N0sw
| Pending Requests COYDVOOGEwI VT zCEnz ANBykghkiGov0BAQEF AROE ) QAwg ThCOTE Lx 1We 13 LMK
| Default Settings LEGII¥aunfQos9RVY 6 yESeqf40x3 ZyHNOmID i 6P Drlle pYOF Zp LhPahMb PAHF 02 AN
Trusted Certificate MewvdVoytSLhD 1Vr3 OndfVNAOCYFIn/ The XY in2 0yWuz 2 Mo WY Iviulb+enulsEzPT
e gLnpHOLrSNE0sgYeN+/ B2/ +211CV4r ECAWE AL b NERGCSGS Th3 DOEJE zENEwpd
dkgs Lonnguration y
bnRlemIwlTIzMAOGCSq5S Th3 DOEEBATAL4GEABFe9 000 bt Aumf yCOSROL B4 ¥xb P
» Status and Control TOzOvhxbdgl 14/ SANEYW] I pLe YCOXINpeS Z0PMVE OBV 104acEtGx 7 rr Lolimds
v+ Maintenance KicwE6thrsecwi+VabgTivinkrSAgpeD )/ uVxTukIS ZFVO/ dF Db/ JkDAM+geix
v Alarms *GROSgxHbHEZ Lk
e e M - END CERTIFICATE REQUEST-————
» Logs
v Utilities
+ Help
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Step Description

11. | In the Server Certificate Import page, enter the same Certificate Alias, ensure that the
Establish Chain of Trust checkbox is checked, paste the copied contents from Step 8 into the
Certificate PEM textbox, and click on “Apply”.

e

’ Application En
AVAYA i Operations Adn

You are here: = stration = Certificate Management

.| GTI OAM Home

|, Administration

| » MNetwaork Configuration
Switch Connections

v CTI Link Adrmin

b DMCC Configuration

TSAPI Configuration
» Security Database Certificate PEM:

Server Certificate Import

Certificate Alias [aeservercert

Estahlish Chain of Trust

~ Certificate Management Z3VyTERph2 4sREN9cZ 10hG1zLERDPUS1dADS jQUN LenRpZml j ¥XR1P2 Jhe2 U/ b2 g
- Server Certificate ZWNOQZ xhe3 M9 Y2 VydGlmaThdG lvhkF 1dGhveml 0e TEKEggr BgEF BEQowio Y+aHRO
F‘ending Requests cDovLE 1z MO LnpdGertoySusXov o2 VydEVucSsh CO Lo FENSS zaXRsh XMubmo
TINJVExDQSS5 jcnQuDAYDVROTAQH BATwADALEGNVHOSEEAMCEaLWP AV T KW YEB LG

Default Settings NxUHECEWLOY IKuYEBAGCNx TThE S/ K4GA3 22 FmZE 25M0rgE7 JCwOF0dsugo W QIR

Trusted Certificate ZAIEL]AdBgNVHSUEF j AUBggr BgEFBQcD AQY IKWTEBQUHAw I wIwTJKwYEEBAGCHX UK

||+ TRE7 configuration BBowGDAKBugr BgEFBQCD ATAKEggr BgEFEQC DL ANEykghkiGowOBLQUF LAOC AQEL

» Status and Control FFOctZy7?WGrdIEDoLfogqd j INDRSONapgShucl6uvWsived=s5+I2 whDaYewnhgxJTh

B N96+Tp9Rz ZuMl Za ZND I3 mrASV49JvhaGe LS GNUOUV TN, WMo/ xh T Z=F A0SkdRtat I

| » Maintenance 1HIaDhTtHegDASKGmys, yuoXEl 7ahXIni/ hoz 5a3HpR11hiFTaESZ 7Wuhd INESnt

v Alarms zkaRFwCiTHEn3=4Y/ 0 16fLE lvHS0owkS L 1ny Vo2 6pRmende ITCF Zg4npH3 S Shhau

: + Logs ukE=EZGDI Lir zkhM e wo+MngCW 1w P/ ukppebhr 1XEte 7mE ImdGEvTOCF S ZhgIChc
||, utilities / INMfei I fGNvRKZ ReTiGko==
= el END CERTIFICATE--———

| » Help

Close

If the import is successful, the message “Certificate imported successfully” is displayed on the
Server Certificate Import page.
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6. Avaya Application Enablement Services TR/87
Configuration

This section describes the Active Directory and Dial Plan configuration on Avaya AE Services
for TR/87 integration with Microsoft OCS.

Step

Description

1.

Launch a web browser and log into the Avaya AE Services OAM Web Interface. In the left
pane, select CTI OAM Admin = Administration = TR87 Configuration = Active
Directory. Inthe Active Directory Configuration page, configure the following and click on
“Apply Changes”.

e User DN for Query Authentication — enter the Distinguished Name (DN) of an Active
Directory user object that has sufficient privileges for accessing Active Directory. In the
example below, the DN of the domain administrator is entered:
“CN=Administrator,CN=Users,DC=sitlms,DC=net”

e Password and Confirm Password — enter the Active Directory password for the user.

e Base Search DN - enter a DN that includes all Active Directory users (particularly those that
are also configured as Microsoft OCS users).

e IP Address — enter the IP address of the Active Directory server.

e Port—enter “389”.

~

’ ' Application En
' : AVAyA A Operations Adn

You are here: =  Administration > TRBF Configuration =  Active Directory

CTI OAM Home

|« Administration

b Metwork Configuration
Switch Connections

¥ CTI Link Admin

» DMCC Configuration Password @ [y
TSAPI Configuration '

Active Directory Configuration

User DM for Query authentication _C__r_\J=A|_:I_r_nini__st@tn_r,CNéH_sgrs_,_D_C__=__Sit-§

: Confirm Password [TITITTT]
» Certificate Management Base Search DM : .CN=UserS,DC=SitImS,DC=net
- 1RR7 Configuration 1P Address : 135.8.19.100
Active Directary —
» Dial Plan BORLS 388
» Status and Control [ Apply Changes [ Cancel ]
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Step Description

2. | Inthe left pane, select Dial Plan > Switch Administration. In the Switch Dial Plan
Administration page, select the switch connection corresponding to the appropriate Avaya
Communication Manager, and click on “Detail”.

A_pplication_Eﬁ

a//‘—'_ — 0
I_.-"- AVAyA Operations Adn

Dial Plan

You are here: Administration =

CTI OAM Home
~ Administration

. Switch Dial Plan Administration
» Metwork Configuration

Switch Connections
CTI Link Admin
DMCC Configuration

TSAPL Configuration [ Detarl}| [ Apply Defaults ] [ Use as Default
¢ Security Database

v Certificate Management
» TEBF Configuration

{ Active Directory
~ Dial Plan

Administered Switches

-

& msavcmi

-

Switch Administration

[ R [P RS S
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Step Description
3. | Inthe Dial Plan Settings — Conversion Rules page, click on “Add” in the From TelURI
section. Avaya AE Services uses the From TelURI table to convert E.164-formatted numbers in
TR/87 requests received from Microsoft OCS into extensions and number strings that Avaya
Communication Manager can handle and route. For example, when an RCC client places a call
on behalf of an Avaya Communication Manager phone, Microsoft OCS sends a call initiation
request to Avaya AE Services. The calling number (device identifier) in the request is the
number assigned to the RCC user in Microsoft OCS (see Section 7 Step 3) and may be in E.164
format. An appropriate entry in the From TelURI table would then be required to extract the
extension of the associated Avaya Communication Manager phone from the E.164-formatted
number. In the sample configuration, Microsoft OCS users were all assigned E.164 11-digit
numbers.
If the called number in the request is also an E.164-formatted number (which commonly occurs
when the RCC client places a call using the MOC Contacts list), an appropriate entry in the
From TelURI table can extract the intended extension and/or append routing digits. The From
TelURI table, however, does not convert numbers that are not E.164-formatted, so Avaya AE
Services passes such numbers without modification to Avaya Communication Manager.
Therefore, RCC clients can also dial any extension or number string that Avaya Communication
Manager is appropriately configured to handle and route.
’ = ~ Application En
4 ; AVAyA £E Operations Adn
CTI OAM Home You are here: > Administration > TR87 Configuration > Dial Plan > 3y
o e , Dial Plan Settings - Conversion Rules for msavcml
» Metwork Configuration
Switch Connections
v CTI Link Admin From TelURI
» DMCC Configuration - )
E Minimum Length  Maximum Length Pattern Match Delete Length Feplacer
TSAPI Configuration
» Security Database
v Certificate Management
+ JTREB7Y Configuration
Active Directory
~ Dial Plan
Switch Administration
Default Settings
+ Status and Gontrol
+ Maintenance
+ Alarms
» Logs
» Utilities
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Step Description
4. | Inthe Add Dial Plan From TelURI page, configure an entry that converts the E.164-formatted
numbers assigned to the RCC clients (see Section 7 Step 3) to the corresponding Avaya
Communication Manager phone extensions (see Section 4.1), and click on “Apply Changes”.
This entry applies to the calling number when a RCC client sends a call initiation request to
Avaya AE Services, and allows Avaya Communication Manager to identify the phone for which
the RCC client is placing the call. In the example below, the entry matches E.164 11-digit
numbers that start with “+17328823” and deletes the leading six digits to obtain extensions of the
form 23xxx.
Note: This entry also applies to the called number if the called number is the E.164-formatted
number assigned to another RCC client.
Application En )
Operations Adn
CTI 0OAM Home Y¥ou are here: > Administration > TRS87 Configuration > DialPlan > 3y
e L . Add Dial Plan - msavcm1
» Network Configuration
Switch Connections
» LTI Link Admin From TelURI
» DMCC Configuration - —
TS5API Configuration Minimurm Length: 11
» Security Database Maximum Length: :11 _
» Certificate Manéqement Matching Pattern: tel:+ 17328823 Mote: ar
» TRS87 Configuration s L :
Active Directory Delete Length: 55
~ Dial Plan Replacement String:
Switch Administration ¢
Berallt Settings [ Appnly Changes | ’ Cancel Changes
5. | Inthe Add Dial Plan page, click on “Apply”.
’ /A\VA A Application En
y Operations Adn
CTI OAM Home You are here: > Administration > TR87 Configuration > Dial Plan > Sy
~ Administration . Add Dial Plan
» Metwork Configuration
w Warning! Are you sure you want to add this Dial Plan?
v CTI Link Admin
» DMCC Configuration
TSAPI Configuration
6. | Repeat Steps 3 — 5 as necessary for each range of E.164-formatted numbers assigned to RCC
clients.
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Step Description
7. | Repeat Steps 3 — 5 to configure an entry that extracts the “extensions” from the E.164-formatted
numbers assigned to the EV clients (refer to [1] and Section 4.1). This entry applies to the called
number when a RCC client sends a call initiation request to Avaya AE Services, where the called
number is the E.164-formatted number assigned to an EV client. The extracted “extensions” can
then be used by Avaya Communication Manager to route the calls to Microsoft OCS according
to the routing configuration described in [1]. In the example below, the entry matches E.164 11-
digit numbers that start with “+1732883” and deletes the leading six digits to obtain extensions
of the form 3xxxx. The routing configuration described in [1] routes calls placed to 3xxxx to
Microsoft OCS. Note that Avaya Communication Manager applies the same routing
configuration when RCC clients use extension dialing, i.e., dialing 3xxxx, to call EV clients.
Repeat this step as necessary for each range of E.164-formatted numbers assigned to EV clients.
’ T ~ Application En
f AVAyA pp Operations Adn
| CTIOAM Home Y¥ou are here: > Administration > TR87 Configuration = DialPlan > Sy
Rt Add Dial Plan - msavem1
¥ Metwork Configuration
Switch Connections
¥ CTI Link Admin From TelURI
» DMCC Configuration -
TSAPI Configuration Minimurn Length: [
3 Secgritg Database Maximum Length: 11
+ Lertificate Man;qement Matching Pattern: tel:+ 1732883 |Mote: or
+ TEE7 Configuration
Active Directory Delete Length: 5
~ Dial Plan Replacement String: .
Switch Administration ’
ErET [ Apply Changes [ Cancel Changes
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Step Description

8. | Repeat Steps 3 — 5 to configure an entry that extracts the extensions from E.164-formatted
numbers corresponding to Avaya Communication Manager phones that are not associated with
RCC clients. This entry applies to the called number when a RCC client sends a call initiation
request to Avaya AE Services, where the called number is an E.164-formatted number
containing the extension of an Avaya Communication Manager phone that is not associated with
an RCC client. In the example below, the entry matches E.164 11-digit numbers that start with
“+17328822” and deletes the leading six digits to obtain extensions of the form 22xxx. Repeat
this step as necessary for each range of E.164-formatted numbers corresponding to Avaya
Communication Manager phones that are not associated with RCC clients.

= A}pliéﬁon En

Operations Adn

CTI 0OAM Home ¥ou are here: > Administration =

| . Administration

= DialPlan = 35Sy

; Add Dial Plan - msavcm1
v Metwork Configuration

Switch Connections
v CTI Link Adrmin From TelURI

v DMCC Configuration |

TSaPI Configuration Minimum Length: (1
» Security Database Maximum Length: 1
v Certificate Management : PR ;
. Matching Pattern: tel + 17328822 | Mote: or
- TR87 Configuration ST !
Active Directory Delete Length: G
~ Dial Plan Replacement String: '
Switch Administration | - .
Sl e : Appoly Changes | ’ Cancel Changes
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Step Description
9. | Repeat Steps 3 — 5 to configure an entry that adds a leading digit to E.164-formatted external
numbers, and click on “Apply Changes”. The leading digit must be the ARS Access Code
configured on Avaya Communication Manager for ARS routing (refer to [1]). This entry applies
to the called number when a RCC client sends a call initiation request to Avaya AE Services,
where the called number is the E.164-formatted number of an external phone. In the example
below, the entry matches E.164 11-digit numbers that start with “+1” and adds a leading “9”.
Note that since the order of From TelURI entries is significant, this entry must be configured and
placed after the entries described in Steps 4 — 8.
’ \/ ——— ' ~ Application En
f ; AVAyA 2 Operations Adn
| CTIOAM Home You are here: > Administration > TR87 Configuration > Dial Plan > Sy
B e Add Dial Plan - msavem1
v Metwork Configuration
Switch Connections
b CTI Link Admin From TelURI
b DMCC Configuration o -
TSAPI Configuration Minimum Length: [
» Security Database Maximum Length: .11
v Certificate Management . - 1
; Matching Pattern: teli+ |1 Mote: ar
+ TEBY Configuration
Active Directory Delete Length:
~ Dial Plan Replacement String: 9
Switch Administration =
Potilt ot [ Apnly Changes | [ Cancel Changes ]
Note: Alternatively, RCC clients can dial the ARS Access Code followed by the 11-digit
external number (without the leading “+”). Avaya AE Services would send the resulting dialed
12-digit string as is since the From TelURI table only affects numbers with a leading “+”.
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Step

Description

10.

In the Dial Plan Settings — Conversion Rules page, click on “Add” in the To TelURI section.
Avaya AE Services uses the To TelURI table to convert extensions and number strings received
from Avaya Communication Manager into formatted numbers that Microsoft OCS recognizes.
For example, when an RCC-associated Avaya Communication Manager phone places or receives
a call, Avaya Communication Manager sends a call notification to Avaya AE Services, where the
calling and called numbers may be extensions or any number strings. An appropriate entry in the
To TelURI table can convert the numbers into E.164-formatted numbers or any other formatted
numbers that Microsoft OCS recognizes. In the sample configuration, Microsoft OCS users
were all assigned E.164 11-digit numbers. If the reformatted calling/called number is that of
another Microsoft OCS user (whether configured for RCC or EV mode), then the RCC client can
also resolve the number to the calling user’s name.

No explicit To TelURI table entry is necessary for calls where the calling/called number is the
extension of an RCC-associated Avaya Communication Manager phone. This is because the
mapping between the extension and associated Microsoft OCS number is already known from an
appropriate entry in the From TelURI table (see Steps 4 - 6).

To TelURI

Minimurn Length - Mazimum Length Pattern Match Delete Length Replacer

[ﬁ] Dalete Reordar
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Step

Description

11. | In the Add Dial Plan To TelURI page, configure an entry that adds a leading “+” to non-E.164-
formatted numbers, and click on “Apply Changes”. This entry applies to the calling or called
number when Avaya AE Services sends a call notification to a RCC client, where the number
lacks a leading “+”. This can occur when an external phone or EV client® calls a RCC client, or
when the Avaya Communication Manager phone associated with the RCC client dials an
external phone. After the leading “+” is added, the RCC client attempts to resolve the E.164-
formatted calling/called number to the name of a Microsoft OCS user. If the caller or callee is an
external phone, then the resolution does not return a name. The E.164-formatted calling/called
number is then presented in the call alert and added to the MOC Recent Contacts list. The
external phone can thus be easily called back using the MOC Recent Contacts list (assuming the
From TelURI entry in Step 9 has been added). If the caller is an EV client, then the resolution
returns the name of the EV client user. The calling user’s name is then presented in the call alert
and added to the MOC Recent Contacts list.

= - — = - Application En
rAVAyA pp Operations Adn
: CTI OAM Home You are here: = Administration = ion > Dial Plan =
g Add Dial Plan - msavem1
v Metwork Configuration
Switch Connections
» LTI Link Admin To TelURI
» DMCC Configuration o
TSAPI Configuration Minimum Length: [l
» Security Database Maximum Length: [11
» Certificate Management ;
: Matching Pattern: 1
» TBEBY Configuration
Active Directory Delete Length: |0
~ Dial Plan Replacement String: teli+ |
Switch Administration | - .
Default Sottings | Anply Changes |’ Cancel Changes
12. | In the Add Dial Plan page, click on “Apply”.

— = A_ppli(;ion En

Operations Adn

VP avaya

You are here: = Administration =

Add Dial Plan

CTI OAM Home
'~ Administration
v Network Configuration

Dial Plan = 5S4

Switch Connections
v CTI Link Admin

» DMCC Configuration
TSART Canfinratinn

Warning! Are you sure you want to add this Dial Plan?

® The original calling party number sent by Microsoft OCS for such a call may be in fact an E.164-formatted
number, but the leading “+” is removed by Avaya Communication Manager.
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7. Configure Microsoft Office Communications Server

This section highlights the Microsoft Office Communications Server (OCS) configuration for
TR/87 integration with Avaya AE Services. These Application Notes assume that basic
Microsoft OCS server installation and configuration have already been performed according to
the guidelines provided in [6], [7], and [8]. These Application Notes further assume that user
accounts have been created in Microsoft Active Directory and enabled for Microsoft OCS.

Step

Description

1.

On the Microsoft OCS server, launch the Microsoft Office Communications Server 2007
(MMC) snap-in. In the left pane, expand the Forest node down to the Users level (Forest 2>
Enterprise pools = <name of Pool> - Users). In the right pane, right-click on a user and

select “Properties”.

[ﬁa Microsoft Office Communications Server 2007
@ Eile ‘“Window Help | =] =l
@ Office Communications Server 2007 | Enabled | Display name | SIF LRI | Type
E'"__:J Forest - sitims, net *} Enabled Bryan Katz sip: bkatz@sitims. net User
E‘D Enterprise pools ™ Enabled Chuck Bertsch sipi chucki@sitims.net User
= f"_J,Enabled David Boyer sip:dgboyer@sitims. net User
'{J.Enabled Dilbert Enginesr sip: dilbert@sitms. net User
f’_J.Enabled Hormer Simpson sip:homer @sitims. net User
[Z web Conferencing Lois Griffin =
(0 v Conferencing ﬂ'iJ.Enablecl Marge Simpson Configure users. ..
-] Web Components _ Dielete Users
- f"_J,Enabled Michael Scatk = 5. net User
[#-[2] standard Edition Servers ” (s U ;
-2 Archiving and COR Servers fl;J.Enabled MSLZAAT = .SLZDPl.sﬂ:I.ms.net... Aukodttendant
-2 Unassigned users “4Enabled MSLZDP1 itlms . neb@sitims.net Autosttendant
[].,,D Mediation Servers %Enabled Peter Griffin HI— 5. net Lser
I:I---[:l Live Cormmunications Server & oelp
1] | sl | =
|Opens the properties dialog box For the current selection,
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Step Description
2. | Inthe selected user’s Properties dialog box, click on “Configure”.
Camrmunications |
% Enable user for Office Communications Server
Sign-in name:
sip:lois @ Isitlms.net j
Server or poal;
IEntpooI.sitIms.net j
— Meetings
¥ allows anonymous parkicipants
Bolicy: Default Policy j
Wigw, ., |
Moke: Meeting settings cannokt be changed unless the global
setting allows per user configuration,
Additional options:
ok Cancel Lpply Help
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Step Description

3. | Inthe User Options dialog box, in the Telephony section, select “Enable Remote call
control”, enter “sip:aes@<FQDN of AE Services server>" for Server URI, and enter an E.164
Tel URI for Line URI. The trailing five digits of the E.164 Tel URI should contain the user’s
Avaya Communication Manager phone extension (see Section 4.1). In the sample configuration,
users were configured with Line URIs of the form “Tel:+17328823xxx”, where 23xxx is the
user’s Avaya Communication Manager phone extension and +17328823xxx is the corresponding
E.164 11-digit number. Click on “OK”.

User Options E
— Telephaony

Select a telephony option. Theze zettings affect only thoze calls that are routed through
IP-PSTH or remate call control gateways.

" Enable PC-o-PC commurnication orly
¢ Enable Bemate call contral
" Enable Enterprize Yoice

I™ Eriable PEX integration

Mote: To enable both remate call control and PEX integration, you must specify a
Server URI belaw.

Paolicy: IDefauIt Policy j Wiew... |
Server URI: Isip:aes@msavaes‘l _gitlmz. net
Line LRI tel+1 7328823001

r— Federation

[ Enable federation
[ Enable remote uzer access

[ Enable public IM connectivity

r—Archiving
= frchive intemal Il conyversations
] Srchive federated |h conversations

Mate: Archiving seftings cannct be changed unless the global setting allows per uzer
canfiguration.

¥ Enable enhanced presence
Mote: Enhanced prezence cannot be changed once it has been zet.

Cancel | Help

4. | Back in the selected user’s Properties dialog box, click on “OK”.

5. | Repeat Steps 1 — 4 for other users with RCC clients.
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Step Description
6. | Inthe left pane of the Microsoft Office Communications Server 2007 MMC snap-in, expand
the Forest node down to the Enterprise Pool level (Forest = Enterprise pools = <name of
Pool>), right-click on Front Ends, and select “Properties”.
[’-‘ Microsoft Office Communications Server 2007
& Fle  Window Help |_|- |2 =]
@ Office Communications Server 2007
E---:‘J Forest - sitlms. net
[=-[_] Enterptise pools
i entpool
[:I Users
O
-] web Confe  Yiew L4
[~ AW Confer  Mew Window from Here
-] Web Comm
-] standard Edition Se et
[]‘"[:l Archiving and CDR Properties
-1 Unassigned users
-] Mediation Servers Help
7. | Inthe Front Ends Properties dialog box, select the Routing tab and click on “Add”.
Federation I Host Authorization | Archiving | Woice
General Routing I Compreszion I Authentication
~ Fiouting
Specify static routes for outbound connections.
tatching LRI | Mext Hop | Port | Tranzport |
Exdit... Bemove
Warning: The host address must aleo be added to the Host
Authorization tab.
QK Cancel Apply Help
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Step Description
8. | Inthe Add Static Route dialog box, in the Matching URI section, enter the FQDN of the
Avaya AE Services server for Domain. In the Next hop section, enter the FQDN of the Avaya
AE Services server for FQDN, select “TLS” for Transport, and enter the Avaya AE Services
TR/87 Port (see Section 4.3) for Port. Click on “OK”.
Add Static Route
— Matching LRI

Wildcard characters can be uged in the domain names.

Domair: meavaes] . gitims. et

[~ Phaone URI

— Mext hop

* FODM: Imsavaes‘l.sitlms.net

P address; I

Tranzport: I TLS j

Pott: | 4723

[~ Beplace host in request URI

Cancel I Help |
9. | Inthe Front Ends Properties dialog box, select the Host Authorization tab and click on
“Add”.
Front Ends Properties
General | Fiouting | Compression | Avthentication
Federation Hoszt Autharization Archiving Yoice

Specify authorized hosts such as gateways. application servers, special
clients that need additional bandwidth and so forth.

Servers I Outbound Only I Thrattle Az Se.. I Treat Az b
< | 2l
Edit... | Bemave |

QK. Cancel Apply | Help |
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Step Description

In the Add Authorized Host dialog box, in the Server section, select “FQDN” and enter the
FQDN of the Avaya AE Services server. In the Settings section, ensure that the Outbound
Only checkbox is unchecked, and check the Throttle As Server and Treat As Authenticated

checkboxes. Click on “OK”.

Add Authorized Host

10.

~ Server
' FODN:

Imsavaes‘l sitimis. et
P addiess:

— Settings
[ Outbound Cirly
W Throttle &s Server

[V Treat &is Authenticated

Cancel | Help

11. | In the Front Ends Properties dialog box, click on “OK”.

Front Ends Properties
General I R outing | Compresggion I Authentication
Federation Host Autharization I Archiving I Yoice
Specify authorized hosts such as gateways. application servers, special
clignts that need additional bandwidth and sa farth,
Servers | Outbound Only | Thraottle Az Se... | Treat Az b
meavaes].sitims. net Mo e Ve
1] | i3
agd. | Ede. | Remove |
Cancel | Apply | Help |
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8. Verification Steps
The following steps may be used to verify the configuration:

Place outbound calls from a RCC client to Avaya phones (associated and not associated
with RCC clients), EV clients, and Microsoft Exchange voicemail access and Auto
Attendant using extension dialing. Verify that the calls are established successfully on
the associated RCC Avaya phones.

Place outbound calls from a RCC client to Avaya phones (associated and not associated
with RCC clients), EV clients, and Microsoft Exchange voicemail access and Auto
Attendant using the MOC Contacts list. Verify that the calls are established successfully
on the associated RCC Avaya phones.

Establish a call between two RCC-associated Avaya phones. Verify that both users’
names are displayed on the RCC clients.

Establish a call from an Avaya phone to an RCC-associated Avaya phone. Verify that
the calling extension is displayed on the RCC client.

Establish a call from an EV client to an RCC-associated Avaya phone. Verify that the
name of the calling user is displayed on the RCC client.

Establish outbound calls from an RCC-associated Avaya phone. Verify that the calls are
accurately reflected on the RCC client.

Place inbound calls to an RCC-associated Avaya phone. Verify that the calls can be
answered at the RCC client and the phone.

Establish multiple inbound and outbound calls on an RCC-associated Avaya phone.
Verify that the RCC client displays a conversation window for each call and the user can
move easily between the conversation windows.

Verify that call hold, retrieve, disconnect, and transfer operations performed from a RCC
client are accurately reflected on the Avaya phone associated with the RCC client.
Verify that call hold, retrieve, disconnect, and transfer operations performed from an
RCC-associated Avaya phone are accurately reflected on the RCC client.

Establish multiple inbound and outbound calls on an RCC-associated Avaya phone.
Verify that the RCC client displays a conversation window for each call and the user can
move easily between the conversation windows.

Establish an IM conversation between two RCC clients and escalate the conversation to a
voice call. Verify that the call is established successfully on the associated RCC phones.
Configure an RCC client to forward calls to another destination (Avaya phones
associated and not associated with RCC clients, and EV clients). Place inbound calls to
the Avaya phone associated with the forwarding RCC client. Verify that the calls are
forwarded to the correct destinations.

Verify that the presence status of the RCC client correctly reflects the telephony status (in
a call or idle) of the associated Avaya phone.
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9. Conclusion

These Application Notes described the configuration procedures for enabling Microsoft Office
Communicator (MOC) clients to place, answer, hold/retrieve, transfer, and disconnect calls on
Avaya Communication Manager phones. The integration between MOC clients and Avaya
Communication Manager phones was achieved through TR/87 integration between Avaya
Application Enablement Services and Microsoft OCS.

The following was observed from sanity testing of basic telephony functionality:

On a call between two RCC-associated Avaya phones, when the call is transferred to an EV
client, the transfer succeeds, but the call is dropped on the RCC client associated with the
transferred Avaya phone (the call is still up between the transferred phone and EV client).
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